
ĶŅĵĚŅĬĔŅĶŒĝƟĚŅĬĶŃĭĭŏėĶŊŀĕƞŅĵėŀĴıŇĺŏĨŀĶƢ
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ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶ

ĶŃĭĭŏėĶŊŀĕƞŅĵȮSUTnet

ĶŃĭĭŏėĶŊŀĕƞŅĵœĶƟĽŅĵ

ĶŃĭĭȮInternet Data Center

ĶŃĭĭőĪĶėĴĬŅėĴ



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶĭĬĶŃĭĭŏėĶŊŀĕƞŅĵȮSUTnet
1 7Ȯī,ė,Ȯ41ȮĨĶĺěĽŀĭĽŅĵȮfiber ľĵƞŀĬėĸƟŀĵȮ

+ıŅħĕĺŅĚĪŅĚľĬƟŅĽĩŅĬňĽŏĨĝńŗĬȮĩĬĬŏĽƟĬŒľĴƞȮ
ĮĶŃĨŌ1ȮĮĶŃĽŅĬĚŅĬŒľƟȮAIS, Dtac, True ĝƞĺĵ
ĨĶĺěĽŀĭŐĔƟœĕ
+fiber ľĵƞŀĬėĸƟŀĵȮĕƟŅĚŀŅėŅĶĴńĬĽŜŅĮŃľĸńĚȮ
ĮĶŃĽŅĬĚŅĬŒľƟȮAIS ĨĶĺěĽŀĭŐĔƟœĕ

2

/5Ȯī,ė,41ȮőĶĚŏĶňĵĬĽŋĶĺŇĺńĥĬƢœĲħńĭȮ6,..+7,..Ĭ,Ȯ
ĪŜŅŒľƟœĴƞĽŅĴŅĶĩŒĝƟĚŅĬĶŃĭĭŏėĶŊŀĕƞŅĵœħƟĝńŗĺėĶŅĺ

3

/.Ȯī,ė,Ȯ41ȮŏĮĸňŗĵĬŏėĶŊŗŀĚĔŜŅŏĬŇĬœĲĲƚŅȮ
&generator) ĮĶŃěŜŅŀŅėŅĶȮĨńŘĚŐĨƞŏĺĸŅȮ
//,..+/7,..ȮĬ,ȮĶŃĭĭĽŅĶĽĬŏĪĻŐĸŃȮInternet 
œĴƞĽŅĴŅĶĩŒĝƟĚŅĬœħƟĝńŗĺėĶŅĺ

4

0/Ȯī,ė,41Ȯpatch ŐĸŃȮupgrade firewall 
ĴľŅĺŇĪĵŅĸńĵȮ

600Ȯī,ė,41Ȯlink internet įƞŅĬĺĚěĶȮtrue œĴƞ
ĽŅĴŅĶĩŒĝƟĚŅĬœħƟĨńŘĚŐĨƞŏĺĸŅȮ/2,.2+/5,1.ȮĬ,ȮěŅĔ
ŀŋĭńĨŇŏľĨŋĶĩĭĶĶĪŋĔŏĽňĵľĸńĔĪňŗľĬƟŅĮĶŃĨŌ/ȮĪŜŅŒľƟȮ
link fiber optic ĕŀĚĭĶŇļńĪĕŅħȮĪńŘĚĬňŘœĴƞĔĶŃĪĭ
įŌƟŒĝƟĚŅĬőħĵȮtraffic ĵńĚĽŅĴŅĶĩŀŀĔĝƞŀĚĪŅĚȮ
UninetœħƟ5

/2Ȯī,ė,Ȯ41ȮĨĶĺěĽŀĭĶŃĭĭŏėĶŊŀĕƞŅĵȮıĭŀŋĮĔĶĦƢ
ŏėĶŊŀĕƞŅĵŀŅėŅĶȮĺŇĝŅĔŅĶȮ0ȮœĴƞĪŜŅĚŅĬȮıĭĺƞŅĴňœĲħńĭ
ŒĬĺńĬŀŅĪŇĨĵƢȮŐĸŃȮUPS ěƞŅĵœĲĽŜŅĶŀĚěĬľĴħȮĪŜŅŒľƟ
ŀŅėŅĶĺŇĝŅĔŅĶœĴƞĽŅĴŅĶĩŒĝƟĚŅĬĶŃĭĭŏėĶŊŀĕƞŅĵœħƟ
ĝńŗĺėĶŅĺȮĪńŘĚĬňŘħŜŅŏĬŇĬĔŅĶŐĔƟœĕŐĸƟĺŏĽĶŖěŏĴŊŗŀŏĺĸŅȮ
7,..ȮĬ,ȮĸŃĴňĔŅĶĨŇħĨńŘĚȮUPS ŏıŇŗĴȮ/ĨńĺŏıŊŗŀŏĸňŘĵĚ
ĶŃĭĭœħƟĬŅĬĕŉŘĬȮ



ĺŇīňĔŅĶ ěŜŅĬĺĬ

ĺŇīňĔŅĶŐĭĭȮISE&802,1x' 1,020ėĬ

ĶŅĵĚŅĬěŜŅĬĺĬįŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭŏėĶŊŀĕƞŅĵȮ&LAN'Ȯ

&œĴƞĶĺĴľƟŀĚĮĢŇĭńĨŇĔŅĶėŀĴł'

ĪňŗĴŅȮ&ise'Ȯhttps8--203,158,4,207



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶĭĬĶŃĭĭŏėĶŊŀĕƞŅĵœĶƟĽŅĵ

1

2

3

4

5

/2Ȯī,ė,Ȯ41ȮĨŇħĨńŘĚȮAccessPoint ŏıŇŗĴŏĨŇĴĪňŗ
ŀŅėŅĶȮF7 ĝńŘĬȮ0ȮěŜŅĬĺĬȮ/ȮěŋħȮĭĶŇŏĺĦ
ľƟŀĚĮĢŇĭńĨŇĔŅĶėŀĴıŇĺŏĨŀĶƢȮ/0

/5ī,ė,Ȯ41ŏĮĸňŗĵĬȮAccess Point ĪňŗȮF4 ĕƟŅĚľƟŀĚȮ
F4108 

/5ī,ė,Ȯ41ĨŇħĨńŘĚȮSwitch Cisco SG300-10P
ĪňŗȮF7 ĝńŘĬȮ2Remote Rack

/+1Ȯī,ė,41ȮĽŜŅĶĺěėĺŅĴŐĶĚĕŀĚĽńĠĠŅĦȮwifi
ĳŅĬŒĬľƟŀĚıńĔĬĻ,ȮĕŀĚľŀıńĔőėĶĚĔŅĶĬŜŅĶƞŀĚĔŅĶ
ŐĔƟœĕĮƤĠľŅĔŅĶŒĝƟĚŅĬȮinternet ĕŀĚľŀıńĔĬŜŅĶƞŀĚȮ
&S1, S7, S13) ŐĸŃľŀıńĔȮS15 őħĵŒľƟĬĻ,Ĩŀĭ
ŐĭĭĽŀĭĩŅĴŏıŊŗŀĶńĭĪĶŅĭĮƤĠľŅĔŅĶŒĝƟĚŅĬ

/Ȯī,ė,Ȯ41ȮŐĔƟœĕȮAccessPoint œĴƞȮRegister 
ŐĸŃĨŇħĨńŘĚȮSwitch SG350ů10MP ĪňŗŀŅėŅĶĽľĔŇě
ĻŉĔļŅĝńŘĬȮ/

6 /7Ȯī,ė,41ȮĶŃĭĭȮ>SUT-Guest ĴňĮƤĠľŅœĴƞĽŅĴŅĶĩȮ
AuthenįŌƟŒĝƟĚŅĬœħƟȮĨĶĺěĽŀĭıĭĕƟŀĴŌĸľŅĵœĮěŅĔ
ģŅĬĕƟŀĴŌĸĽƞĺĬľĬŉŗĚȮĪŜŅĔŅĶŐĔƟœĕőħĵĔŅĶȮrestore 
ĕƟŀĴŌĸŒľĴƞȮĪŜŅŒľƟĽŅĴŅĶĩŒĝƟĚŅĬœħƟĨŅĴĮĔĨŇ

7 0/Ȯī,ė,41ȮAccessPoint ľŀıńĔȮS6 (ŏĝƞŅ'ȮŏĽňĵȮ/ȮĨńĺȮ
ħŜŅŏĬŇĬĔŅĶŏĮĸňŗĵĬĪħŐĪĬŏĶňĵĭĶƟŀĵŐĸƟĺ

8 02Ȯī,ė,Ȯ41ȮĵƟŅĵĨŜŅŐľĬƞĚȮAccessPoint ĽŜŅĬńĔĚŅĬ
ľŀıńĔȮS7-8 ěŅĔľƟŀĚŏėĶŊŀĕƞŅĵȮĴŅĨŇħĨńŘĚĪňŗȮőĩĚ
ĽŜŅĬńĔĚŅĬľŀıńĔȮS7-8 ŐĪĬȮĞŉŗĚěŃĶŀĚĶńĭįŌƟŒĝƟĚŅĬ
ĭĶŇŏĺĦĬńŘĬœħƟħňĔĺƞŅȮ41ĨŇħĨńŘĚȮSwitch Cisco SG300-
10PĪňŗȮF7 ĝńŘĬȮ2Remote Rack



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶĭĬĶŃĭĭŏėĶŊŀĕƞŅĵœĶƟĽŅĵ

9 00+02Ȯī,ė,41ȮĨĶĺěıĭėĺŅĴįŇħĮĶĔĨŇĕŀĚĔŅĶŒĝƟĚŅĬĶŃĭĭȮ
wifiĪňŗőĞĬľŀıńĔĬĻ,ĴňŀŅĔŅĶȮįŌƟŒĝƟĚŅĬŏĴŊŗŀĨƞŀĶŃĭĭŐĸƟĺŏĝŊŗŀĴ
ľĸŋħĪŋĔȮ/ĝńŗĺőĴĚȮ
+upgrade firmware ŐĸŃȮpatch switch S7, S8
-ŏĮĸňŗĵĬȮőĴħŌĸȮSFP Switch ĪňŗȮS4
-ŏĮĸňŗĵĬȮĽŅĵȮpatch fiber ŐĪĬŏĽƟĬŏĔƞŅȮĪňŗįŋ+ĝŜŅĶŋħȮĪňŗȮs4
-ŏĮĸňŗĵĬȮcore fiber  S4->ĽŜŅĬńĔĚŅĬľŀıńĔȮS7, S8 (ěŅĔ
core 5, 6 ŏĮƦĬȮcore 1, 2) 
-ĨĶĺěĽŀĭĽŅĵȮfiber optic S4-> ĽŜŅĬńĔĚŅĬľŀıńĔȮS7-8, 
S4->S15, S4->S16, S4->S13, S4->farm ıĭėƞŅĽńĠĠŅĦȮ
loss ĽŌĚȮěŃĨƟŀĚĪŜŅŏĶŊŗŀĚŏıŊŗŀĨĶĺěĽŀĭŐĭĭĸŃŏŀňĵħŐĸŃěńħ
ěƟŅĚŏıŊŗŀĞƞŀĴŐĞĴĨƞŀœĮȮ



ĶŅĵĚŅĬĔŅĶŒĝƟĚŅĬĶŃĭĭŏėĶŊŀĕƞŅĵ
Internet Gateway Traffic



ĶŅĵĚŅĬěŜŅĬĺĬįŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭŏėĶŊŀĕƞŅĵœĶƟĽŅĵ

ĪňŗĴŅȮhttp8--idm,sut,ac,th-admin



ĶŅĵĚŅĬěŜŅĬĺĬįŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭŏėĶŊŀĕƞŅĵœĶƟĽŅĵ
ěŜŅĬĺĬįŌƟŒĝƟĚŅĬŏėĶŊŀĕƞŅĵœĶƟĽŅĵȮ@SUT+Wifi

https8--203,158,4,211



ĶŅĵĚŅĬěŜŅĬĺĬįŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭŏėĶŊŀĕƞŅĵœĶƟĽŅĵ

ěŜŅĬĺĬįŌƟŒĝƟĚŅĬŏėĶŊŀĕƞŅĵœĶƟĽŅĵȮ@SUT+IoT ěŜŅĬĺĬįŌƟŒĝƟĚŅĬŏėĶŊŀĕƞŅĵœĶƟĽŅĵȮ@SUT+Guest



ĶŅĵĚŅĬěŜŅĬĺĬįŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭŏėĶŊŀĕƞŅĵœĶƟĽŅĵ
ĽĶŋĮĽĩŇĨŇěŜŅĬĺĬįŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭȮwirelessĪńŘĚľĴħ

ŐĭƞĚĨŅĴȮssidĽĩŇĨŇĵƟŀĬľĸńĚȮ/ȮŏħŊŀĬĽĶŋĮĮĶŇĴŅĦįŌƟŒĝƟĚŅĬĨƞŀĺńĬ

¶ įŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭȮwireless ĽŌĚĽŋħȮ13,670 ėĬ-ĺńĬ

¶ įŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭȮwireless ĨŗŜŅĽŋħȮ5,786 ėĬ-ĺńĬȮ

¶ įŌƟŒĝƟĚŅĬįƞŅĬĶŃĭĭȮwireless ŏĜĸňŗĵȮ10,677 ėĬ-ĺńĬ



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶĭĬĶŃĭĭȮInternet Data Center

1 /Ȯī,ė,Ȯ41ȮěńħĨńŘĚȮsmsserver ŐĸƟĺŏĽĶŖěıĶƟŀĴŒĝƟ
ĚŅĬ

5/4Ȯī,ė,63update crllist ĭĬĶŃĭĭȮdigital id 
server ŐĸƟĺŏĽĶŖěȮ

2 2Ȯī,ė,41ȮěńħĽĶĶȮaccount ĽŜŅľĶńĭŏĝŊŗŀĴĨƞŀĶŃĭĭȮ
library ĔńĭȮactive directory 1 acount

4/1Ȯī,ė,Ȯ41ȮěńħĽĶĶȮvpnaccount ĭĬŀŋĮĔĶĦƢȮ
gateway ĽŜŅľĶńĭĻŌĬĵƢĭĶŇĔŅĶĔŅĶĻŉĔļŅȮ0.Ȯ
account

3 4Ȯī,ė,41Ȯmail gateway license trial 
ľĴħŀŅĵŋȮĽƞĚįĸŒľƟœĴƞĽŅĴŅĶĩĮƚŀĚĔńĬȮspam mail 
œħƟȮĪńŘĚĬňŘœħƟŏĮĸňŗĵĬŀŋĮĔĶĦƢȮmail gateway ĨńĺŏĔƞŅ
ĕŉŘĬŐĪĬĨńĺĮƤěŋĭńĬĝńŗĺėĶŅĺȮŏıŊŗŀŐĔƟœĕĮƤĠľŅȮŐĸŃ
ľĸńĚěŅĔĨƞŀȮlicense mail gateway ŏĶňĵĭĶƟŀĵ
ŐĸƟĺěŉĚĽĸńĭĨńĺŒľĴƞĕŉŘĬĴŅĪŜŅĚŅĬĨŅĴĮĶĔĨŇ

6/5Ȯī,ė,41ȮıĭȮemail account őħĬȮhack ěŅĔ
ĳŅĵĬŀĔȮ/Ȯaccount ŐĸŃĽƞĚŏĴĸĸƢľĸŀĔĩŉĚįŌƟĶńĭ
ĳŅĵŒĬȮdomain sut.ac.th ŐĸŃĴňįŌƟŒĝƟľĸĚŏĝŊŗŀȮ
ěŜŅĬĺĬȮ/.Ȯaccount ěŉĚĪŜŅĔŅĶĮƕħȮaccount 
ĝńŗĺėĶŅĺȮŐĸŃŒľƟįŌƟŒĝƟĪŜŅĔŅĶŏĮĸňŗĵĬȮpassword 
ŒľĴƞȮ+ĮĶŃĝŅĽńĴıńĬīƢȮall users ŏĔňŗĵĺĔńĭȮ
phishing mail ŏıŊŗŀŒľƟĕƟŀĴŌĸŐĔƞįŌƟŒĝƟĚŅĬ



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶĭĬĶŃĭĭȮInternet Data Center

90/Ȯī,ė,41ȮěńħĽĶĶȮinternet account ĽŜŅľĶńĭ
įŌƟĝƞĺĵĺŇěńĵȮĽŜŅĬńĔĺŇĝŅĺŇĻĺŀŋĨĽŅľĔŅĶȮ6Ȯaccount 

7 /6Ȯī,ė,41ȮŐĔƟœĕȮvmmachine ĭŅĚĨńĺĭĬĶŃĭĭȮ
VDI ĪňŗœĴƞĽŅĴŅĶĩĪŜŅĚŅĬœħƟĨŅĴĮĶĔĨŇěŅĔŏľĨŋħńĭ
œĲŀŅėŅĶĺŇěńĵȮŏĴŊŗŀĺńĬĪňŗȮ/.Ȯī,ė,41

8 0/ī,ė,41ȮĵƟŅĵĶŃĭĭȮbackup sutmailŏĮĸňŗĵĬ
ıŊŘĬĪňŗěńħŏĔŖĭĕƟŀĴŌĸȮěŅĔȮstorage ibm(ĨńĺŏĔƞŅ'ȮœĮ
ĪňŗȮhpstore easy (ĨńĺŒľĴƞ'Ȯ

1001Ȯī,ė,41ȮĨĶĺěıĭĕƟŀėĺŅĴőęļĦŅȮŐŀĭŐİĚĭĬ
ľĬƟŅŏĺŖĭĴľŅĺŇĪĵŅĸńĵȮěŉĚŐěƟĚĽƞĺĬĮĶŃĝŅĽńĴıńĬīƢ
ŏıŊŗŀĪĶŅĭŐĸŃŐĔƟœĕŏĶňĵĭĶƟŀĵŐĸƟĺ

1109ī,ė,41ȮReboot Server ŏėĶŊŗŀĚŐĴƞĕƞŅĵ
ĪńŘĚľĴħŏıŊŗŀĶŀĚĶńĭĺńĬľĵŋħĵŅĺȮĪńŘĚĬňŘœĴƞĔĶŃĪĭĨƞŀ
įŌƟŒĝƟĚŅĬ



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶĭĬĶŃĭĭInternet Data Center
ĽĶŋĮěŜŅĬĺĬįŌƟĕŀaccount ĶŃĭĭĽŅĶĽĬŏĪĻŐĭĭȮonline ħńĚĬňŘ

ħŜŅŏĬĔŅĶŏĶňĵĭĶƟŀĵ

internet account 69

email account &SUTMail'Ȯ
google App account 
&@g,sut,ac,th'Ȯ

12

vpnaccount 1

HPCC acount -

Web Hosting Account (ĽƞĺĬĭŋėėĸ) 3

Virtual Application & Desktop 17

ĽĶŋĮěŜŅĬĺĬįŌƟĕŀaccount ĽŜŅľĶńĭıĬńĔĚŅĬŒľĴƞȮĶı.ĴĪĽħńĚĬňŘ

Åinternet account 19 account
Ågoogle App account &@g,sut,ac,th'Ȯ19account

ĮƕħĭńĠĝňȮinternet accountħńĚĬňŘ
ěŜŅĬĺĬ

account
ľĴŅĵŏľĨŋ

11 ĩŌĔȮphishing ĕƟŀĴŌĸ

7 ĮƕħĝńŗĺėĶŅĺȮ&őħĬȮhack email account) &ėĺĭėŋĴœħƟ'



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶĭĬĶŃĭĭőĪĶėĴĬŅėĴ
ĽĶŋĮėƞŅŒĝƟěƞŅĵőĪĶĻńıĪƢĕŀĚľĬƞĺĵĚŅĬĨƞŅĚŕȮ



ĽĶŋĮĔŅĶħŜŅŏĬŇĬĔŅĶŀŊŗĬŕ
- TOR ĚŅĬĮĶńĭĮĶŋĚĽŅĵĽńĠĠŅĦŏėĶŊŀĕƞŅĵėŀĴıŇĺŏĨŀĶƢŐĸŃĽŅĵŏėŏĭŇĸ
őĪĶĻńıĪƢȮ/ȮĶŃĭĭ

- TOR ĚŅĬĞƞŀĴĽŅĵŒĵŐĔƟĺĬŜŅŐĽĚȮ&Fiber Optic Cable) ŀŅėŅĶĺŇěńĵ

- TOR ěńħĞŊŘŀŏėĶŊŗŀĚĴŊŀĞƞŀĴĭŜŅĶŋĚĶńĔļŅŀŋĮĔĶĦƢŏėĶŊŀĕƞŅĵėŀĴıŇĺŏĨŀĶƢ

- TORěńħĞŊŘŀŏėĶŊŗŀĚħŇěŇĨŀĸĴńĸĨŇĴŇŏĨŀĶƢ

ĨńħěŜŅľĬƞŅĵĶŅĵĔŅĶėĶŋĳńĦĤƢĕŀĚİƙŅĵőėĶĚĽĶƟŅĚłȮĮĶŃěŜŅĮƖĚĭĮĶŃĴŅĦȮ
0341ȮŐĸŃĽƞĚĞŅĔėĶŋĳńĦĤƢėŊĬıńĽħŋȮ

01

02

03 ĶŅĵĚŅĬȮPerformance Agreement ĕƟŀĨĔĸĚĔŅĶ
ĮĢŇĭńĨŇĚŅĬȮĮĶŃěŜŅĮƖȮı,Ļ,Ȯ0342İƙŅĵőėĶĚĽĶƟŅĚȮĮĶŃěŜŅĮƖȮı,Ļ,Ȯ
0342

04 ĶŅĵĚŅĬėĺŅĴŏĽňŗĵĚȮĶŃħńĭľĬƞĺĵĚŅĬ*őėĶĚĔŅĶȮĮĶŃěŜŅœĨĶĴŅĻȮ
/-0342

05 ŒľƟĕƟŀĴŌĸŒĬŐĭĭĶŅĵĚŅĬĔŅĶĮĶŃŏĴŇĬĨĬŏŀĚȮħƟŅĬĔŅĶ
ĮĢŇĭńĨŇĚŅĬĪŅĚėŀĴıŇĺŏĨŀĶƢŐĸŃĽŅĶĽĬŏĪĻ

06

0

E-bidding őėĶĚĔŅĶŏĝƞŅŀŋĮĔĶĦƢĶńĔļŅėĺŅĴĮĸŀħĳńĵ
ŏėĶŊŀĕƞŅĵėŀĴıŇĺŏĨŀĶƢœĲĺŀĸƢȮ/ȮĶŃĭĭ



ĳńĵėŋĔėŅĴĶŃĭĭŏėĶŊŀĕƞŅĵ


