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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)
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In  2806.5 Mb/s (28.1%)
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Average
1457.7 Mb/s (14.6%)
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Client Count By Association/Authentication | View Details 007 —X
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Clients by SSID
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|.@ TrueMove H = 1,364
|@SUT-Classroom = 586
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. Intrusions By Severity 0 0 Critical High and Medium Intrusions Timeline
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. Intrusions By Types Intrusions Detected Critical Severity Intrusions _
# Attack Name CVE-ID Intrusion Type Counts
1 @ PHPUnit.Eval-stdin PHP.Rem CVE-2017-9841 Code Injection
. 14,080
ote.Code.Execution
2§ Atlassian.Confluence.CVE-20 CVE-2021-26084 Permission/Priviledge/fAccess Control 8,194
21-26084 Remote.Code.Executi
on
; 3 3§ Bladabindi.Botnet 4,264
# Intrusion Type Counts 4 i Dasan.GPON.Remote.Code.E CVE-2018-10561,CVE-2018-1056 OS Command Injection 3594
1 SQL Injection 113,811 xecution 2
B Ancmaly 55364 5 @ AndromedaBotnet 3330
6 @ Zyxelzhttpd Webserver.Com 05 Command Injection 3135
3 0S Command Injection 24,965 mand.Injection
4 Code Injection 20,678 7 § Ghost.Rat.Botnet 3,046
— o 8 § Hikvision.ProductSDK.WebL CVE-2021-36260 05 Command Injection 2,400
5 Permission/Priviledge/Access Control 16,184 anguage Tag.Command Injectio
6 Other 11,742 !
9 ¥ WIFICAM P2P GoAhead Multi CVE-2017-8221,CVE-2017-8223, Code Injection 2315
7 Path Traversal 8,114 ple.Remote.Code.Execution CVE-2017-8225,CVE-2017-18377
B Malware 7,078 10 @ Atlassian.Confluence. OGNL. CVE-2022-26134 Code Injection 1,866
Remote.Code. Execution
Dos 6,199 11 @ FSBIG-IPiControl REST.Auth CVE-2022-1388 Permission/Priviledge/Access Cantral 872
10 Buffer Errors 1,776 entication Bypass
12 g Spring.Cloud.Gateway.Actua CVE-2022-22947 Code Injection 766
11 Information Disclosure 836 tor.Endpoint.Remote.Code.Exec
12 Improper Authentication 575 utien
13 § ZyxelFirmware.error.messa 569
13 XS5 557 ge Command.injection
14 Resource Management Errors 11 14 g Telerik.Web.Ul.RadAsyncUpl CVE-2017-11317,CVE-2017-1135 Improper Authentication 510
oad.Handling.Arbitrary File.Uplo 7,CVE-2019-18935
15 CSRF 2 ad
15 @ D-Link Devices HNAPS0APA CVE-2015-2051,CVE-2019-10891 OS5 Command Injection 501
ction-Header. Command. Executi
on
16 3§ PaperCut.NGSetupComplet CVE-2023-27350 Permission/Priviledge/fAccess Control 472
ed.Authentication.Bypass
17 § OpenSSL.Heartbleed Attack CVE-2014-0160 Information Disclosure 348
18 @ Linksys. DirecTV.WVB.HTTP.H CVE-2017-17411 Code Injection an
eader. Remote.Command.Execu
tion
19 @ GitLab.Community.and.Ente CVE-2021-22205 Code Injection 297
rprise.Edition.Command.injectio
n
20 i Netgate.pfSense.pfBlockerN CVE-2022-31814 05 Command Injection 250

G.Host. Header Command.Inject
ion
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. . . o . N
. High Severity Intrusions i Medium Severity Intrusions .
# Attack Name CVE-ID Intrusion Type Counts 2 Atack Mame OVEID Bnirusion Typse Counis
1 3§ HTTP.URLSQLInjection SQL Injection 113272 1 ﬂpa:rc.sclr_sq:- rResourceLoace CVE-20M13-6397 Fath Traversal &.785
2\ Muiple Routers GPON form 05 Command Injection = 14,570 rDinectong Trawersal
Logn Remote.Command. injecti 2 WordPress amirpe php system. Anomaly = 3.3mm
on rrsuitica LA mpd fication. Attack
3 WordFress xmirpc Pingback.Do DoS = 2871
5
1 -
3 @ GenericXXE.Detection CVE-2012.3363,CVE-2013.4295, Other . 7176 e e el CE-FL2 2 L2 R
CVE-2013-5015,CVE-2014-3450, oL ol
CVE.2016-9563,CVE- 2018-8527, 5 DpenSSLOTLS diisl. buffer.recs DVE-20 5-0006 Euffer Errors L] E57
CVE-2018-8532,CVE-2018.8533, rd.Functian. Do
CVE-2019.0537,CVE-2019.0548, & Cross.She.Scripting CVE-2007- 1355 CVE-2007-6316, X55 = 533
VE 2019 2645,V 2015.2650, Ve 2008 2168, cvE 2008305
CVE 2020.0765,CVE 2021.2400, Bl LA A
CVE-2022-1018,CVE-2018-13415 ﬁ‘lﬂl J 1‘1:'524"
=20 0-2370, OVE-2010-328E,
JOVE-2018-13416,CVE-2018.134
17,CVE-2018-15444 CVE 20121 OVE-20 042328 OVE-2011-0508,
£471,0VE-2019.17554,CVE-2019 CVE-2011-0959, CVE-2011-0961,
+18227 CVE-2015-18227,CVE-20 CVE-20M11-177Z OVE-2011-2179,
20.15418,CVE-2020-15419,CVE CVE-2011-2938, OVE-2011-30 0,
2020.26981,CVE-2021.21658,CV OVE-20 12390, CVE- 201 1-4340,
E-2021-21659,CVE-2021-21672, OVE-20 63212, OVE-2016-5500,
CVE.2021.29447, CVE-2021.3120 CVE-2018-Z791,CVE-2018-5550,
7 EVAL2 AN ONETILE CVE-2018-5006,CVE 2018:1 7441
S g [CVE2018-17443
. 7 HTTF.Referer. Header SOL Inject OVE-2007-1061 SOL Injsctica L] 512
4 @ Web Server.Password FleAc Permission/Priviledge/Access Comrol ' 4,861 -
coss
A ]
5 @ MiralBotnet ' 4074 B MS.IIS ShartMame Vulnerabiliny. Infarmation Disclosure 32
Scanrer
& @ malidous.url . 334
7 @ Systema3CBotnet ' 3397 ‘3 TCFSpii Handshake Anomaly ! 185
B 4 ALFATEIM.WebShel| s | 2354 10 HTTP.GET Aequest Directary. Tra CVE-2004-2112,CVE-2005-2020, Path Trawersal 1 E=]
9 3 AndroxGhost.Makware Malware 2838 verszal \CVE-2008- 1145, CVE. 20082938,
10 @ Linux Xermnel TOR SACK Pank CVE-2019.11477,CVE-2019.1147 DcS 2024 IEVERHNGAV.ET EME-0-C90
Dos B.OVE2019.11479 OVE-2008-4243 OVE-2011-4714,
11 @ Joomiaticom jce PlgnArbin Permission/Priviledge/Access Comrol . 1,261 T T
rary.Fle.Upload 11 ZaviolP.Camowireless_mitcglc OVE-2003-2558 0% Cammand Injectian ! 2
12 @ MySQLiognBrateForce  CVE-20122122 Anomaly 1,081 ommard.injection
13 ) MS IS FTF IAC. Remate.Code. CVE-2010-3972 Buffer Errors . 825 12 HTTF.Malformed. Request Durect CVE-2005-2000, CVE-2008-2538  Path Trawersal ! 47
Execution ory.Traversal
14 @ Apache HTTF Servercghbin. CVE.-2021.41773 CVE-2021.4201 Path Traversal ' 555 13 RealHetworks Hel b Unissersal Se OVE-2D04-0389 D5 1 1l
Path Traversal 3 rver.Do5
152 HFTP:Raquest LRUDImcinny. | CVE-200%. 00K, CVE201 1-0405; || Path Travarnal el 14 Lespeed Wb Server MulByte | CVE-2007-5654 Infarmation Discosure ! 0
Tranversal CVE-2018-7171,CVE-2018-10260 nfanmaticn Disclosure
LOVE-2018-11137,0VE-2018.162
£3,CVE-2018-16836,0VE- 20191 15 Corernail Ml Systemomallsms. Infarmaticn Diclosure 1 0
7662, CVE-2019.20085,CVE- 2021 Configinfomation Disclosune
-40960,CVE- 202142013 16 FCEedbor.Current Folder Arbitra CVE-2009-2265 PermissiondPrivikedgerforess Comrol 0 i1}
16 @ FHP CGIAgumentirectian  CVE-2012.1823,CVE-2012.2311, Code injection ! ) ry.File Upload
CVE-2012:2688 17 WaordPress RESTAPLUsername. CVE-2017-5487 Infarmation Diclosure ! 17
17 @ Eackodoor.Cobak.Strike.Beac Malware 72 Enumeration. Indormation. Discio
o sUne
18§ Apache Tomcat OGLServiet R CVE-2015.0232 Code injection 51 18 HTPasswd Aroess Fermission/Priiledgeiactess Comrol 1 14
emote.Code Execution
-~ 19 Drupal.Corexmirpcphplnierna OVE-20014-5255 Resource Management Ermors ! L]
19 g Joemial CMS Websenice API CVE-2023-23752 Permission/Priviledge/Access Comrol 37

LEntity. Expansion Das
20 sgimap. Scanner Anomady ! -

inday nhn Linsithnrbod Arrace
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# Attack Victim
202.28.42.40
203.158.4.100
202.28.42.36
203.158.6.27
203.158.0.201
202.28.42.71
10.0.63.49
202.28.42.29
202.28.42.38
10 203.158.7.45
11 202.28.42.19
12 203.158.6.2
13 203.158.7.70
14 192.168.160.56
15 203.158.7.71
16 203.158.3.21
17 202.28.42.25
18 104.21.26.69
19 203.158.7.72
20 192.168.31.131

0O =~ @ W A =

(=]

(Joya 1 1eioudoural)

Intrusion Victims

Counts BCritical "High Medium Percent of Total Attacks
— 59,753 42.01%
I —— 33,320 23.43%
| — 8,411 5.91%
— 6,545 4.60%
— 6,012 4.23%
= 3,381 2.38%
L 3,240 2.28%
- 3,213 2.26%
= 2,780 1.95%
I 2,195 1.54%
= 2,182 1.53%
L 2,107 1.48%
1,956 1.38%
u 1,374 0.97%
= 1,226 0.86%
I 1,150 0.81%
l 903 0.63%
1 843 0.59%
I 825 0.58%
u 814 0.57%

# Attack Source
20.171.34.157
27.124.53.111
83.97.73.87
94.,156.253.37
77.91.87.196
179.43.191.194
195.3.220.201
66.240.205.34
9 184.105.192.2
10 196.89.25.126
11 93.123.1184
12 131.159.24.205
13 92.119.177.24
14 79.110.48.84
15 52.118.39.245
16 51.79.230.42
17 154.89.120.89
18 36.73.209.144
19 84.54.51.146
20 185.207.250.115

00~ @ W s W b=

Intrusion Sources

mCritical "High Medium Percent of Total Attacks

59,346 32.42%

32,168 17.57%

27,427 14.98%
13,994 7.64%
11,110 6.07%
9,994 5.46%
6,432 3.51%
3,689 2.02%
3,324 1.82%
2,181 1.19%
2,169 1.18%
1,849 1.06%
1,864 1.02%
1,617 0.88%
1,443 0.79%
1,058 0.58%
878 0.48%
863 0.47%
802 0.44%
764 0.42%
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# Intrusion Name Intrusion Type Severity Counts
1 % PHPUnitEval-stdin.P Code Injection Critical 14,080

Intrusions Blocked

HP Remote Code Execut
o

2

2 g Atlassian.Conflusnce.
CVE-2021-26034. Remote
.Code Execution

3 § BladabindiBotnet

4 @ Dasan GPOM.Remote
.Code Exacution

S ¥ Andromeda Botnet

6 @ Zyxelzhitpd.Webserv
er.Command.Injection

7 @ GhistRatBotnet

8 § Hikvision.Product.S0
K.Weblanguage Tag.Co
mmand.Injection

9 @ WIFICAMP2P.GoAhe
ad_Multiple.Remaote.Cod
e Execution

10 g Atlassian.Confluence.
OGNL Remote. Code Exe
cution

11 gy F5.BIG-P.iControl RE
ST.Authentication.Bypas
5

12 @ Spring.Cloud.Gatewa
yArtuator Endpoint. Rem
ote. Code Execution

13 g Zywel Firmware.error.
message.Command.Inje
ction

14 g TelerikWeb.Ul.RadAs
ynclUpload.Handling Arbi
trary.File.Upload

15 4 D-Link Devices HNAP.
S0APAction-Header.Com
mand.Execution

16 g PaperCut.NG.SetupC
ompleted_Authentication
.Bypass

17 @ OpenSSL Heartbleed.
Attack

18 g Linksys.DirecTV.WVE.
HTTP.Header.Remote.Co
mmand.Execution

19 4 Gitlab.Community.a
nd.Enterprise_Edition.Ca
mmand.Injection

20 §§ Netgate pfSense pfBI
ockerNG.Host. Header.C
ommand.Injection

Permission/Priviledge/ac
cess Control

05 Command Injection

0% Command Injection

0% Command Injection

Code Injection

Code Injection

Permission/Priviledge/éc

cess Control

Code Injection

Improper Authentication

05 Command Injection

Permission/Priviledge/éc

cess Control

Information Disclosure

Code Injection

Code Injection

0% Command Injection

Critical

Critical

Critical

Critical
Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

8,194

2315

1.866

872

T6E

S69

510

501

472

am

297

290
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. Top Applications by Bandwidth O 0 Top Applications by Sessions .

# Application Bandwidth Sent ' Received

# Application Sessions

1 YouTube 136.08 GB 1 DNS 1,298,877
2 HTTPS.BROWSER 103.98 GB 2 HTTPS.BROWSER 1,277,235
3 tep/21064 92.63 GB 3 SNMP_V1 1,247,947
4 Facebook 88.16 GB 4 SNMP 540,604
5 SSL 56.79 GB 5 udp/5353 368,292
6 HTTP.BROWSER 36.54 GB 6 HTTP.BROWSER 358,957
7 Oracle.TNS 3473 GB 7 Endpoint Control Registration 319,811
8 Windows File.Sharing 3041 GB 8 SSL 299,621
9 Microsoft.Windows.Update 2742 GB 9 Microsoft.Portal 255417
10 Zoom 17.35 GB

10 Facebook 224,434
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Intrusions Detected :
. 0 0 Events by Severity .

No matching log data for this report

@ 87.52% Low (1879)
@ 11.36% Info (244)
@ 0.84% Critical (18)

0.19% Medium (4)
© 0.09% High (2)




