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Message
MALWARE-CNC Win.Trojan.Zeus varant outbound connection (1:35030:1)
MALWARE-CNC Win.Trojan.Zeus variant outhound connection (1:35549:1)
MALWARE-CNC Win.Trojan.Zeus vanant cutbound connection (1:35746:1)
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MALWARE-CHC Win.Trojan.Zbot varant in.php sutbound connection {1:26023:3)
MALWARE-CNC Win.Trojan.Andromeda variant outbound conneckion (1:33495:1)
MALWARE-CNC Win.Trojan.Nvbpass variant outbound connection (1:19854:6)
MALWARE-CHNC DNS suspicious .bit dns query (1:41083:3)

MALWARE-CNC Win.Trojan.Ramnit variant outbound detected (1:33600:3)
MALWARE-CHC Win.Ranssmware.GandCrab outbound connection (1:47766:1)
MALWARE-CHNC DNS suspicious .bit dns query (1:41083:4)

MALWARE-CNC Win.Trojan.Pmabot outbound connection {1:37213:3)
MALWARE-CHC Win.Worm.Brontok user-agent cutbound connection {1:20021:6)
MALWARE-CHC User-Agent known malicious user-agent string - Virut (1:40870:2)

MALWARE-CNC Win.Rootkit.Mecurs outbound connection (1:31070:2)
MALWARE-CHC Win.Trojan.Fareit variant outbound connection (1:27775:4)

MALWARE-CHNC Win.Trojan.Graftor variant HTTP Response (1:34997:1)

MALWARE-CNC Torpig_bot sinkhole server DNS lookup {1:165653:7)
MALWARE-CHC Win.Trojan.Kuluoz variant download request (1:30773:1)

Last updated 11 hours, 57 minutes ago
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Malware Intrusions

v Count
202,263
139,869
109,236
89,831
78,192
24,628
13,437
11,633
8,363
3,827
3,059
2,620
2,403
2,198
1,624
1,457
7582

430

259

259

o'y

Malware Intrusions

Source IP v Count

=i 203.158.4.230 174,036

= 203.158.4.227 36,793

ES) 172.52.234.65 18,163

E=) 172.32.225.181 17,651

18 152.168.29.9 17,556

-1 = 203.158.4.328 17,342

152.168.29.10 15,200

152.1568.140.24 13,226

= 203.158.4.225 12,763

10.0.71.231 10,346

1 g 172.31.10.157 9,354

18 192.168.140.157 9,339

23 10.0.45.55 9,256

10.0.15.2 3,564

+1g 192.168.29.5 8,331

-13 172.31.0.249 8,318

BS | 172.32.65.65 7,750

10.0.33.28 7,204

10.0.85.129 6,417

10.0.33.208 6,218

Last updated 11 hours, 57 minutes ago 2
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Top Attackers (High Impact Events)

Source IP

=14
_1'_

14§
13

14
_1'_

=14
_1'_

S

203.158.4.23

-
g
2

203.158.4.227
192.168.25.9
172.32.234.68
192.168.25.10
203.158.4.228
192.1658.140.24
203.158.4.226
192.1658.140.157
172.31.10.167
10.0.46.35
192.168.25.5
10.0,85.185
192.168.25.62
172.31.1.134
10.0.149.51
10.0.10.15
10.0.28.236
192.168.124.18
10.0.41.75

Last updated 2 minutes ago
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Dropped Intrusion Events

Classification

& Metwork Trojan was

Botential Corporate Policy Violation

Misc Attack

Attempted Administrator Privilege Gain

Web Application Attack

Misc Activiby
Attempted User Privilege Gain

Attempted Information Leak

Last updated 2 minutes ago

¥ Count

38,
1,135
238
210
105

&
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14
15
16
17
18
19
20

A

Threat
ip_dst_session
udp_dst_session
ip_src_session

udp_src_session

Netcore.Netis.Devices.Hardcoded.Password.Sec...

tcp_src_session
tcp_dst_session
Dasan.GPON.Remote.Code.Execution

MS.1IS.WebDAV.PROPFIND.ScStoragePathFrom...

tcp_port_scan
icmp_src_session
D-Link.DSL-2750B.CLI.OS.Command.Injection

Zivif.PR115-204-P-
RS.Web.Cameras.Hardcoded.Password

Drupal.Core.Form.Rendering.Component.Remote...

PHPUnit.Eval-stdin.PHP.Remote.Code.Execution
OpenSSL.Heartbleed.Attack
udp_flood

WordPress.Multiple.Plugins.CMS.Software.Arbitr...

Adware/Generic

WordPress.Plugin.Userpro.Authentication.Bypass

(174

Category

IPS
Mal
IPS

: CVE-2017-7269

: CVE-2014-0160

lware

@ A Epplicaiop20

RORRRE0 ARRRRARAANNNN;

'?hreat Score( ﬁodmd/ ® Allowed)

2,462,550
2,459.800
2,394,750
2,386,150
132750
126,300
59.000
39.000
11,400
6,000
4,200
3,500
3,000

2450
1,150
950
850
600
500
300

#  Application Category Risk #of Clients Sessions( Blocked/ = Allowed)
1 2 Proxy.HTTP Proxy [ Critical ) 1 1,522

2 ® Hotspot.Shield Proxy | Critical | 5 1,174

3 ® Hola.Unblocker Proxy - 1 4

4 “A&RDP Not.Scanned High 13 25143 |
5 @BitTorrent P2P High 4 146

6 D TeamViewer Remote.Access High 4 4 (]
7 - PPStream P2pP High 1 2

8 2 HTTPS.BROWSER Web.Client Medium 8382 1682615 L}
9 'iFaccbook Social.Media Medium 10373 1,587,616 |
10 u Microsoft.Outlook Email Medium 339 46,645 1
11 2 IMAPS Email Medium 518 40,832 ]
12 Amazon. AWS Cloud.IT Medium 459 21458 ]
13 BiCloud Storage.Backup Medium 749 13,895 ]
14 A4shared Storage.Backup Medium 47 13,585 (]
15 % Dropbox Storage.Backup Medium 145 11,186 1
16 I Microsoft.Office.Online Collaboration Medium 393 8,544 ]
17 Z HTTP.BROWSER Web.Client Medium 66 8,227 ]
18 & Google.Drive Storage.Backup Medium 276 5,565 ]
19 MGmail Email Medium 183 2,349 ]
20 Blvahoo.Mail Email Medium 14 2218 1
19|]pP- 6 aalhRaEéea- 6ERCUNOG UAaid Uad Ao aAi a e



Top source

Sort By

Sessions

+ | Sessions( " Blocked/ ® Allowed)

203.158.4.46

Source Interface :port2 Device :
203.158.4.45

Source Interface :port2 Device :
202.28.42.11

Source Interface :port3 Device :
203.158.4.230

Source Interface :port2 Device :
202.28.43.131

Source Interface :portl Device :
203.158.4.225

Source Interface :port2 Device :
203.158.7.149

Source Interface :port2 Device :
202.28.42.8

Source Interface :port3 Device :

Top 20 destination

8,620,392

8,577,250

5.395,690

1,151,695 I

861,449

747.158

250277 -

167,691 | ]

#  Destination Applications VSessions( Blocked/ ® Allowed)
1 #8.888%F DNS, HTTP, |4 Ping 9,423,858 ]
2 i 202.28.42.11 % (7] DNS, @FTP, HTTP, HTTPS, PING, 7 SNMP 6,540,271 =
3 &= 8.8.4.4F DNS, 4 Ping 5,298,721 ——————|
4 i 203.158.4.45 % DNS 1,182,705 mm

5 &= 192.5.6.30 & DNS 244437 ]

6 = 203.158.4.51 % DNS, Internet-Locator-Service, [/ LDAP, PING, SMB, tcp, tc... 207,216 ]

7 =5 192.33.14.30 &% DNS 207,034 1

8 i 49.231.52.96 & nFacebook, HTTPS 204,929 ]

9 &5 192.26.92.30 & /1 DNS 181,590 ]

10 =5 192.31.80.30 & DNS 170,598 ]

11 i 202.28.42.51 & HTTP, HTTPS, ... MySQL 149,427 ]

12 = 192.12.9430 % DNS 139,115 1

13 1031137817 &% 'iFacebook. HTTP, HTTPS, [/ HTTPS.BROWSER, [#SSL 131,465 ]

14 &= 157.240.13.35 & nFacebook. HTTP, HTTPS, [AHTTPS.BROWSER 127,042 |}

15 = 49.231.63.97 & I"Facebook, HTTPS 118377 1

16 = 202.28.85.204 & GGoogle.Services. HTTP, HTTPS, [A HTTPS.BROWSER, [#SS... 111,541 1

17 &5 157.240.13.14 & nFacebook, HTTP, HTTPS, [/ HTTPS.BROWSER, 7 SSL 108,750 ]

18 == 202.28.85.205 & GGoogIe.Services, HTTP, HTTPS, [A HTTPS.BROWSER, [#SS... 105418 ]

19 == 202.28.85.206 & ‘GGoogle.Scrvices‘ HTTP, HTTPS, [A HTTPS.BROWSER, [#SS... 101,849 ]

20 i 203.158.4.46 &7 DNS 101,741 ]
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