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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)

Link to UNINET (Domestic 10Gbps)
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In  3271.0 Mb/s (32.7%)
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(Joaya 1 1eiougaural)

° Intrusions By Severity 0

@ 76.69% High (993361)
® 9.67% Critical (125271)
® 5.47% Low (109678)

4.42% Medium (57222)
® 0.76% Info (9821)
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(Joaya 1 1Bioudoural)

Intrusions By Types

Intrusions Detected Critical Severity Intrusions .

®
# Attack Name CVE-ID Intrusion Type Counts
1 ¢ PHPUnit.Eval-stdin.PHP.Rem CVE-2017-9841 Code Injection
ote.Code.Execution 35,937
2 @ Andromeda.Botnet 16,346
39 Dasan.GPOM.Remote.Code.E CVE-2018-10561,CVE-2018-1056 OS Command Injection 9,340
. xecution 2
# Intrusion Type Counts 4 @ Zyxelzhttpd Webserver.Com 0S Command Injection 8,930
1 SQL Injection 664,733 mand.Injection
2 Permission/Priviledge/Access Control 119,062 5 @ Bladabindi.Botnet 8,537
3 Path Traversal 111,253 8 ® GhostRatBotnet _ o 8008
7 Y WIFICAM.P2ZP.GoAhead Multi CVE-2017-8221,CVE-2017-8223, Code Injection 4,592
4 Anomaly 109,796 ple.Remote.Code.Execution  CVE-2017-8225,CVE-2017-18377
5 0S Command Injection 63,641 8 @ ZyxelFirmware.error.messa 3,280
N ge.Command.Injection
& Code Injecuun 54'049 9 @ ThinkPHP.Controller.Parame CVE-2019-9082,CVE-2018-20062 Code Injection 2,644
7 Other 28,714 ter.Remote.Code.Execution
8 XS5 14,753 10 @ Hikvision.Product.SDK.WebL CVE-2021-36260 05 Command Injection 1,810
anguage.Tag.Command.Injectio
9 Malware 13,136 n
10 DoS 11,335 11 @ Netcore.Netis.Devices.Hardc Improper Authentication 1,613
. . oded.Password.Security.Bypass
11 Information Disclosure 11,323 12 @ WordPress HTTP.Path.Traver CVE-2019-9618,CVE-2018-16283 Path Traversal 1,519
12 Buffer Errors 6,739 sal ,CVE-2018-16299,CVE-2020-117
13 Improper Authentication 3,530 38
13 @ Xtreme.RAT.Botnet 1,431
14 Resource Management Errors 63 14 @ Telerik Web.Ul.RadAsyncUpl CVE-2017-11317,CVE-2017-1135 Improper Authentication 1,379
15 CSRF 53 oad.Handling.Arbitrary.File.Uplo 7,CVE-2019-18935
16 Mumeric Errors 1 2
15 @ Apache.logdj.Error.Log.Rem CVE-2021-4104,CVE-2021-44228 Permission/Priviledge/Access Control 1,259
ote.Code.Execution (CVE-2021-45046
16 @ Tofsee 1,020
17 @ NETGEAR.DGN1000.CGLUna Code Injection 765
uthenticated.Remote.Code.Exec
ution
18 @ MS.Windows HTTP.sys.Requ CVE-2015-1635 Buffer Errors 637
est.Handling.Remote.Code.Exec
ution
19 § OpenSSL.Heartbleed Attack CVE-2014-0160 Information Disclosure 634
20 @ Spring.Framework.Serializati CVE-2022-22965 Permission/Priviledge/Access Control 536

onUtils.Insecure.Deserialization



ansdudanasTougivus:uulASatny Tau aunsal Next Gen Firewall : Fortinet
(Joya 1 1eioudoural)

—
. . . . . .
High Severity Intrusions Medium Severity Intrusions .
# Attack Name CVE-ID Intrusion Type Counts # Amack Name CVE-D Intrusion Type Counts
T @ HITP.URLSQLInjection QL Injection 663,375 1 Apache 5olr.SolrResourceloade CVE-2013-6397 Path Traversal e
2 # Web.Server.Password.File.Ac Permission/Priviledge/Access Control 110,241 r.Directory. Traversal )
cess 2 Cross.Site Seripting CVE-2007-1355,0VE-2007-6316, XS5 5545
3 i HTTP.Request URLDirectory. CVE-2001-0308,CVE-2011-0405, Path Traversal 79,390 CWE-2008- 2165, CWE-2008-3305,
Trawersal CVE-2018-7171,CVE-2018-10260 CVE-2008-3726,CVE-2008-4393,
JOVE-2018-11137,CVE-2018-162 CVE-2008-4918,CVE-2009-1524,
BB CVE-2018-16836,CVE-2019-1 CVE-2010-2370,CVE-2010-3266,
m?;?;;ﬂf{?ﬂuz’ CVE-2010-4828, CVE-2011-0508,
’ B CVE-2011-0950.CVE-2011-0961,
CVE-2011-1772CVE-2011-2179,
CVE-2011-2938,CVE-2011-3010,
CVE-2011-3390,0VE-2011-4340,
CVE-2016-3212,0VE-2016-9500,
CVE-2018-2791,CVE-2018-5550,
4 iy Multiple Routers. GPON. form 05 Command Injection 39,367 CVE-2018-8006,CVE-2018-17441
Login Remote.Command.injecti CVE-2018-17443
on £
< _2007-
5 Ny Miral.Bamet 24,450 3 LIrI:EE-petelc:.W;ID.Teme_r.NL.IIByte.I CVE-2007-5654 Information Disclosure E,530
6 W Generic XXE Detection CVE-2012-3363,0VE-2013-4295, Other 18,243 nlarmatien. Hiscesure
CVE-2013-5015,CVE-2014-3490, 4 WordPress.xmirpc. Pingback.Do Dos 6,445
CVE-2016-9563,CVE-2018-8527, s
CVE-2018-8532 CVE-2018-8533, 5 OpenssLOTLS.dts) bufferreco CVE-2015-0206 Buffer Efrars 2,539
CVE-2019-0S37,CVE-2019-094E, rd.Function.Das
CVE-2019-2647, CVE-2019-264E, =
CVE-2010- 2540, CVE- 2010.3650, & HTTP.GET.Request.Directony. Tra CVE-2004-2112,CVE-2005-2020, Path Traversal 1,648
CVE-2020-0765, CVE-2021-2400, wersal CVE-2008-1145,CVE-2008-293E,
CVE-2022-101E,CVE-2018-13415 CWE-2008-3727,CVE-2008-303E,
JCVE-2018-13416,CVE-2018-134 CVE-2008-4243, CVE-2011-4714,
A7.CVE-2018-15444, CVE-2018-1 CVE-2014-0780
BAFYCWE-20 51 7554, CVE-2009 7 HTPasswd.Access Permission/Priviledge/fccess Control 1,495
-18227,CVE-2019-18227 CVE-20 o LT (T T = o=
20-15418,CVE-2020-15419,CVE- SEApache. EIVEL T Fpe sl =
2020-26881, CVE-2021-21658,00 Forwarded_For.Dos
E-2021-21659,CVE-2021-21672, 9 Apache.Tomcat. UTF-8_Remote.D CVE-2008-2938 Path Traversal 1,068
CVE-2021-20447,CVE-2021-3120 irectory. Traversal
:;mm'mmz’“ﬁ:: 10 WordPress.RESTAPL Username. CVE-2017-5487 Informaticn Disclosure 745
2 £ Enumeration.information.Disclo
45468, CVE-2022-46286,CVE-202
2-46300 sure
7 s maliclous-url 14,112 11 HTTP.Referer Header SQLInject] CVE-2007-1061 SOL injection 564
8 Ny AndroxGhist Mabwars Malware 7.070 on
9 Ny SystemBC.Botnet 5,166 12 PHP.Diescan Anomaly 540
10 g UWSGLPHP_Plugin DOCUME CVE-2018-7490 Path Traversal 4,503 13 TCP.SplitHandshake Anomaly 506
NT.ROOT.Directory. Traversal 14 Apache.sxis2 Default.Password. CVE-2010-0219 Other 22
11 Mg Unux Kemel TCPSACK Panic OVE-2015-11477,CVE-2019-1147 Daos 3,498 D
Dos CVE-2018-11479
° & 15 Atlassian Server. S.Endpointinfo CVE-2021-26085,CVE-2021-2608 Information Disdlosure 183
12 g ALFATEaM Web.Shell Malware 3212 . .
mation.Disclosure 3
13 dg TP-LinkArcher 8X21 Unauth CVE-2023-1389 Code Injection 2,70
enticated Command.Injection 16 STUNSHELL Web Shell Remote. Code Injection 165
14 oy Grafana.Labs Grafana Plugin CVE-2021-43798 Path Traversal 2,245 Code Execution
.Directory. Traversal 17 RealNetworks.Helix.Universal Se CVE-2004-0389 Dos 13
15 §gy MS.ISFTPIAC Remote Code. CVE-2010-3972 Buffer Errars 1,946 mver.Dos
Execution 18 sqlmap.Scanner Anomaly 92
16 iy Yaws Unauthenticated HTTP. CVE-2017-10974 Path Traversal 1,527 19 Wordfress.xmirpc.php.gystem. Anomaly 81
Dipectory. raversa) ! maslticall Amplification Attack
17 g BEAWebLogic Server Redire CVE-2000-0681 Buffer Enrors 1438 20 D-Link MDIR-645 Multiple XSS NS5 74

ct.Request Plugin Buffer Overflo
"
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. Intrusion Victims Intrusion Sources °
# Artack Victim Counts wCritical nHigh - Medium Percent of Total Attacks # Attack Souree Counts wCritical mHigh - Mediurn Percent of Total Attacks
1 202284240 e — 5BE,117 63.24% 1 2001507200171 I 306,754 38 85%
2 HN3.158.4.150 ——— 163,354 17.63% 3 51.79.730.42 [ 199,517 19.55%
3 202284279 — 41,461 4.47% 3 F0.163.78.730 I 153,062 15.00%
4 20223842 38 [ 34,739 3.75% 4 38.17.49.88 ] 75204 7.37%
5 202284236 = 17357 1.38% S E3.097.7iET — 63,130 6.77%
b IR0 E 14,251 1.54% 6 104219209241 L R
7 10.0.63.49 u 10,147 1.09% 7 179.43.191.194 - 16587 1.63%
8 203.158.745 I 7568 0.86% 8 3.ATI.Te32 L] 13,198 1.29%
9 I 1SRAB0 u 7.52% 0.86% g 15421121162 | 11222 1.10%
10 2022842 1 L 4949 0.53% 10 10323472 160 E 10,750 1.06%
11 203.158.7.58 v 4754 051% 11 154222 334 51 u 10,198 1.00%
12 203.1583.42 v 4656 0.51% 12 10421920931 U 9477 0.93%
13 203.158.7.50 u 4,660 0.50% 13 66.240.205.34 | | B443 0.83%
14 10,0.52.42 U 4286 0.45% 14 45131254 1 4,409 0.43%
15 202 28.42 24 v 4258 0.45% 15 95.214.55.115 u 4221 0.41%
16 203.1586.2 L 3325 0.30% 16 131.159.24. 205 ' 3,486 0.34%
17 192.168.160.56 ! 3247 035% 17 184.105.192 2 1 2.949 0.29%
18 20228 .40 25 L 3243 0.35% 18 19334212 225 ' 2ZN702TH%
19 23.1587.72 b 3022 0.33% 10 BO.76.51.163 ] 2701 0.26%
20 203158726 u 2,961 0.32% 20 19418048 2738 1 2 530 0.25%
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Intrusions Blocked

# Intrusion MNamse Intrusion Type

1 i PHPUNILEvalstdin P Code injection
HP_Remwote.Code Executl
on

2 i Andromeda.Botnet

i Dasan GPOMN.Remote OS Command Injection

Code.Execution

4 g Zyxelzhiipd Websery 05 Command Injection

er.Cormmand.injection

& Eladabindi.Botnet

@ Ghist.Rat.Botnet

§ WIFICAM P2P.Goahe Code injection

ad. Multiple. Remate. Cod

e.Execution

8 i ZywelFirmware error.
message. Command.inje
ction

9 i ThinkPHP.Controlier. Code injection
Parameter. Remaote Code
Execution

10 ‘ Hikwtsion Product.50 0S Command Injection
K.weblanguage. Tag Co
mmand.injection

11 i Metcore Metis Device Improper Authentication
s.Hardcoded Password S
ecurity. Bypass

12 g WordPress HTTP.Pat  Path Traversal
h.Traversal

13 g Xireme RAT Botnet

14 g Telerik Web.Ul.RadAs Improper Authentication
yncUpload. Handling Arbi
trary.File.Updoad

L

=~ oh un

Critical

Critical
Critical

Critical

Critical
Critical
Critical

Critical

Critical

Critical

Critical

Critical

Critical
Critical

15 i Apache.logd)Errorl Permission/Priviledgesfc Critical

og.Remote.Code Executi cess Control
on

16 i Tofsee

17§ METGEARDGN1000.C Code injection
Gl.Unauthenticated .Rem
ote.Code. Execution

1B iy MS.Windows HTTP.sy Buffer Errors
s.Request. Handling. Rerm
ote.Code. Execution

19 i Open35LiHeartbleed. Information Disclosure
Atack

Critical
Critical

Critical

Critical

20 gy Spring.Framework Se Permission/Priviledgesac Critical

rializationbUtils.Insecure.  cess Control
Deserialization

Firewall : Fortinet

35,937

16,346
89,240
B,930
B,237

B,0DE
4,582

Z,bdd
1,810
1,613
1.519
1431
13189

1,259

1,020
T65

B

8
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# Application

1 HTTP5.BROWSER

2 tcp/21064

3 Oracle.TNS

4 HTTP.BROWSER
5 YouTube

6 SMB

7 Dailymotion

& Apple.iPhone
9 Facebook

10 SSL

danSulovu REG ua: Finance

Top Applications by Bandwidth O

Bandwidth Sent = Received
19.51 GB
7.87 GB
6.02 GB
5.98 GB
244 GB
1.76 GB
1.64 GB
1.39GB
1.35GB
1.30 GB

0 Top Applications by Sessions
°

# Application

1 SNMP_W1

2 HTTPS.BROWSER

3 HTTP.BROWSER

4 DNS

5 SNMP

6 Microsoft. MSN.Bing.Bot
7 55L

8 DHCPe

9 Endpeint Control Registration
10 HTTP

Sessions
258,014
155,018
61,620
30,232
29,723
17,398
14,964
11,438
11,248
10,886
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Intrusions Detected :
. 0 0 Events by Severity .

# Attack Name Severity CVE-ID Counts
1 4 malicious-url High 2

@ 88.71% Low (377)
@ 11.29% Info (48)




